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.(rnynnny

PINY NY2 DXMPYN NYIPD 1NDID R¥DOW DYV Y52 VIPIY IRV TIVNN 7P ,NYTIND MYWN DN 5.2
952 VIPIY 12 WINNN IT-DY NTPANY NYNNN MY NN VOND 19 19) ¥TII NYIAN IR/ MYV DI W8N0D
P79 DY NN IN TYD DI NYAN MIAID 1930 1D RN INNK TYN

9519 DY TIVNY NTMIYN MDT DI YN YD) ,NT 19902 NINK NINIIN DI Y1 920 170 DYDY MININD 5.3
Ria

MAVI MRNN .6

5995 6.1

DNNNA DMWY INA DN NYIIID DNY LIMNM Y TYDIN NYTN NIPPY TIVNY 5 ,9Na 6.1.1
MPRY TPTIN TN MDT NN I MDY ONWDD TPONNDIMN MND YIDID IPNNN PN NI ,1PIIND
INAY DIXIND INNY TN 19910 DDIAY IRV X TIVHM ,J9IN) NNY DIV TIVNHN NN NAPNN
SNNND DOMPY

ND DOWONNDY ,WTN 19910 DDIAY IN/) 319910 NN HVIY PTYOIN INYT NPEY 19 DY ORYI TIVNN 6.1.2
19990 D102 DY NYTIN NN WD NN 9D 19907 HVIDY DI .7 HW NNAY MDY YD RN
990D MYSN VNN TUNR DWNNN D35 NOWIN

DY IWPNND ORYI TIVNHM ,0OMPYN 1NN NPTYOL D MPN KD 179102 NI YNN DY INIPNI 6.1.3
9900 R DMNONN DXMPY NN DY DD DNYIAP / DXPID

D5V NWNND IN/A NINN DXPON IR NYSNN IR DAPY XYY TIVNN 6.1.4

NPTIO NINXND DY NHDONNY DTPII 2NV NN NYAPA MMM TIVHN NAY DMWY NN 6.1.5
IUN DTN .NIN NN DO, TIVHN DY NPHINVIIN MNXNNY DRNN ,WITOV DI [, NNDINRNN
3 190 ONIWI DIMPYN MIND DY TYPA POYY KD NN IR KD TIVNHN
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N2 THINND DXXRYI PN KD DOWINNN ,DOM0 DY PYDI MTNNINRD TIVNN NMMDT HID ON*A 1D 9NN 6.1.6
AN DO NN WNND VDN TIWNRM 71771 ,218°9 IN NID NNNN OO DINDT PP N

INYSN DY TWPA WNNY INIIY P IR IRIIND NPINN DI INY XD IMYOVN M NN TIWNN 6.1.7
LNV NP0 D) 19991 HVI2 OX 12 19992 NI NI ON P2 ,3191DY IWPL IN/ 199197 NNONI
9991 910N NINK YNNI NIV DI NON

NYAND NN Y92 IN NY 1IN0 NYPN IR YN PNY DI DITINMT NPMIPNRN VIDWN MOND 6.1.8
NINY TIVHN DY DIONN NTY NIV 12 DIPHNI LIVND PN PN TN PN I POIN
.DOVYP

VNI 2 MVYY PR T2 NYSN NWIN TNSD DO IUN,TIVNN DY OININ P RIN DT YION 6.1.9
AONNT NYND NION TNNY WINY

NON ,VONNN NYNNA VINOYW YUY XD TIVNN .WNNN DY VIO 0N NIV YR WNNN NS 6.1.10
Rk Ran) Ny

NN NYNNIA 1Y 6.2

DYPOVING DXNIY NN DIXYY NOIT PYIOY TXD NYNNN 12IN IR MDID XD PNNN 331500 T 6.2.1
DPTION NN DINN OPLY D) IWNR NIT-DY

NPON TINN DM 30 TIN DRV 19902 19T ROV DIWNN ,D2T1907 NN NNIPNY DXNNI 6.2.2
MNDIVA ,NPWISPN NYT NN, NTYNN DY DIDPIVIION D2 ,NONN NYNNA PIVD Wpad ,nyhHinn
YOAVNT YR NTHRYL ,NTINN DY HNDN NVONNA ,ONONNN DY PIMIANINN ,AIRNVIN
,INYT NPOW 09 DY L TPIRYY XN DNTYNN .NYN DDN0NN DXpMY Dapd 191 ,1PimnNa) NTyna
191N NYSNNN IN 0Y9190NN ,NVINNNN ,0°PIVIIONN DXPYNA YD 39901 YONNVNND YND
TID VN 510y DN PYN NNYTY OX (X) : DINIAN DONINNND THNR DOPNN OX ,2O0¥0 DOONMNN
(2); MN8N PNV INX NNDIHIA,NOYW XIND OPONA,NPTHN PNYIAL YD PINPN TID IN INDN
NMY MNON NPNA M, NTYND PVAWN IV NIDN NIIWIY NPVAVN NYT NN 12)1TN DN
MOLONN NYAPN DXIANTD DMNDD) DD NIIWN IX DNIINN NTY DY NVINND N NN
.DMOTNY DMVIYN DYIONA NTYNN

99109 INYNNA ANT PINOMINPN IN OINDN TID DMNNN INYSNN DINDN DPINY NA0N WNN 6.2.3
N DY .DMDN DN DMINN DXWONN HY MYXNA D¥272APN DIXPYDY DIIDNY 3D 2WN NN WNN
MY PNND DAYT NPOY 29 DY THIRYIY DPNNY L, DTYND NNDN PIYI NN NVINNN ,NNIND
T 99 MINMNY 91951 ,0°5H0Na

,N5712
DMIUPNM WY 0199191 NI

MNLYNNN DVPNN MY
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MINDD HVITN TN NaY OINNPN DIMIY)

Hha NN .1

FireEye 9819 'niy »yi9 1.1
N9 0V NN FireEye »M¥nd 79180 ORNN2 NRRNN XMWY MIID OMVY MY PaDd P
NP IWRI , NNKN NIYD 1WA NIN YITIN NN ¥ NXTL 1NN .NYY YN TIVNN NNNTND ORNN2
DO NNN NIV DY NOINNY MISIN DY ,DONIYD NN MIYPNNIN
DY DIMPN DIINN DIDA LY MDD MIIVN TN MOLNIIN NMININ :HIYN

™Mo \eldgrinl NNIN 0”1
Endpoint Security Ent Pwr Ed 2-Way w/
3,000 EP-E-P-2W-PPP-4999-1Y . 1
PP Sppt, per Endpoint

3 RN-NW-6500-HW-SUB-1Y Network Security 6500 HW Subscription 2
6 RN-VX-12550-HW-SUB-1Y Smart Grid 12550 HW Subscription 3

3,000 Network Security Ent NX Ed 1-Way w/PP .

RN-NW-E-NX-1W-PPP-1Y Sppt, per Mbps

30000 RN-EM-E-SE-1W-PPP-49999- Email Security Ent SE 1-Way w/PP, per 5
’ 1Y Mailbox
2 7500CM-VA VA-CM 7500 6
2 7500CMVA-PTM-1Y Sppt CM 7500 VA PTM 7

Mandiant 989 )5V -7 MWy 1.2

DN YW NAVIV Mt Y910N , Mandiant n1an Sv 0¥Own PYTIND MMY-1T 1P POD PODN ,q0N2
PYTIN OMPY 1D PN DWW DONNY DVIPR TN 19N 00N T 5y EDR 1 mdaynd oxynn
Sy MW DN NI2NN NTIMY N2VN  FireEye n1ana Mandiant na>on 1 Sy 92y121p90 DYHwn
NN YY 7DYOWN PYTIN SNV DX INYSNA D935 Pa0N DY, TIvNN MY ITO DOXNNA .NINNX NN TP
.(Mandiant

: DYVUPIANN DINNN VIV PND

VPN NNIN 0”1
CS-IR-4H-SLA-2Y 4H Incident Response Service Level Agreement 1
CONSULTING-SERVICES Consulting Services - General 2
GSI-EOD-ENT-BASE-2Y EOD Ask An Analyst 3
GSI-EOD-CUSTOM Expertise on Demand Custom 4
CS-GSI-EOD-UNIT-100 Expertise On-Demand Unit, 100 units 5
IR-SLA-4H Incident Response 4 Hour Service Line Agreement 6
CS-GSI-EOD-eH-SLA-2Y IR Service Level Agreement for Expertise On-Demand, 4 ;

hour
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https://fireeye.lightning.force.com/lightning/r/01t3x000009KDgnAAG/view
https://fireeye.lightning.force.com/lightning/r/01ta0000007fRtFAAU/view
https://fireeye.lightning.force.com/lightning/r/01t0c0000097v9NAAQ/view
https://fireeye.lightning.force.com/lightning/r/01t0c000008peeYAAQ/view
https://fireeye.lightning.force.com/lightning/r/01t0c0000097v9OAAQ/view
https://fireeye.lightning.force.com/lightning/r/01t0c000006JQh7AAG/view
https://fireeye.lightning.force.com/lightning/r/01t0c0000097v9PAAQ/view
https://fireeye.lightning.force.com/lightning/r/01t0c0000097v9PAAQ/view

I D | N ‘) n ‘) 0 I )l'r n ‘I "l y D Eg} FIREEYE »9x w59 w4Y 6/2022 9901 21319 19910

MINDD HVITN TN NaY OINNPN DIMIY)

02NPN OIMIY) NN MY 1.3
NN DT PI9Y 2.3 PYD2 VNN ORNNA (PS) OIPWNXPN DMV NN XMPY PID> PIDN
VD nyn TIwnn
DMIMPN OMININT INY DI ,)IX NPINNKI NINN XNIPY PID? PIDN 1IN DXMIPY NNDNI IRV PI

: OYNAD
mMno
0PN 02309 orpR nen R
5 EP-VA Endpoint Security VA 1
10 EP-DMZ-VA Endpoint Security DMZ VA 2
15 NW-SENSOR-VA Network Security Sensor Virtual 3
4 SXSR1G10G-HW 1G-10G BASE-SX/SR FIBER 4
5 EM-SENSOR-VA Email Security Sensor Virtual 5

TIVNN NN 2PND YT NN PRI TAD2ODOPPTIR XN DY 1.3 -1 1.2, 1.1 DDOYDA DP¥0 NPINON VIV : NIYN
DPYN IN DD — DMIMNNN DXMPYN DXININN NN YIDID IRYI 71PN TIVNN 5532 IX MO NMNON Wi
MYSN IRNYD OV DINN NTYI IR WHNYS NIMNIN VIV ,ININRDN NN OYAN NI XYW MNd Y51 —
RapiaVal!

19201 5592 DIMIPY 2, 279 HY P99 TN 1IN DT 19910 99 HY DIMINFNN DIMIIYN NINNN MY 93 9NaY
A% PY9Y 2.1.3 o901 19nY VNI I8N

wvmm .2

0229991 9299 2.1
T9UND DYV MIVPNID D 2.1.1
IND 2.1 PYD VNN MIVYPNNN DN IND> PADN BY MIVPNNN NN

PoYN N 2.1.2
IIND 2.2 PYDA VNN NPV NN TN PADN

0XMIPYN M) NN 2.1.3

P02 ,NY0 NYN TIVHN NYIITOY DORNN 1NYLN DOMPY NN MEPNY Pavn Dy 2.1.3.1
NPNPIN DY T HY IPANDY DIMPYN .DXWITIN DNNTN MNID) YITIV TN W1V

professional ) Y% MaNoN Y1 0N WX DPNDNN DMPYI DMININI PO
VD DINPYN ,DYWN PYTIN »1Y FireEye System Engineer nnna (services
Cyber Threat Intelligence Analysis nanon »ya ,Mandiant Sv no»n >wiN > Dy

STIVNN N2Y DINPYN NPIORD DIWIAP P IwNY ,Mandiant n1an oyon Certification
VNYND OIXMPYN NINMN INY X TAN YT Y HOLM MYN INRIP U D 2»NNN PION
R\,
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.AN92) YR TIVNN MYIRD NN 7PNN PODN DYLN DIXNYPY NNV D NavNN 2.1.3.2
TN NDY INAONN NN WITTY IN DNDN DXMPY 1NN DY INIANND DXODNY NOV IRV TIVNN
MY ONNNA ,MIYPNNN NNPN DI TNNRD SIWAD PION INNN 1D INWID P NNl
NNV MNND NN NPTIO NPPYD MIAPNNN DY NNINN TNND DTN 1T H552) TIVNHN
DYLN DXMPY PADNY 2D DI INYLN NNY FVINY DINPYN NINNN M 12D YITH NN
PNVIAN PN NPNIND DRNNA NNINVI NNNNNY PTI» ,MIVPNNN NNDNI PavN
2NV HNDY A MM TIYHNA 921D AN TIVN DI

NI TP PADN ,ANDA TIVNN YT DY IWVINY IX YT I2TNY DI ,IMNND G Dy 2.1.3.3
NONON NIY DXNMPY NIMI MYNNNA ,1PNY 2.4 PYDI VNND OIONNPN DXMPY PIDD
DNIM PPAND NNOND OXNNA,TIVNHN YT DY YAP? DN DIMPY 2IM) PIYN . NNINXD 1IN
YTIWND 2WNN YMPY NPODN 16.2.11 N’ON NYTINT VNOND ,TIVNHN YT HY NYITIN
NN PN NN OO PIYNN P00 MINTIN NP TN MNITYN NNDMI ,NOWNN
YTING VOO

YiaaY 02nt MY 2.2
NN YAPIY TIND TIN,DXMIPYN NN YSID 191 DI NNPYI PADY 2»NNN1 Poon 2.2.1
STIVNN T DY ROINY
NN YAP 10 ONX XON,TIVNN NPINRA XD DMIHIN MIPNN 2.2.2
YD YN PADNN NATPY 29D NN XNIPY NP TIVNN T DY NUY» qQOIVN Dvann 2.2.3
NPIONY DXMNN DNMNT MMD NONDN NTIAY NIDON P> PADN ,TIVNN NYOITO ONNNA 2.2.4
2 2799 1 9yoa 5O¥0 DXONNY 9D DIDWN PWTIN XNV NPIONRI 5552 TIWND OIMPYN

20792
OV TIVNN MYIITO ORNNAL(NIINT/NYOP) NINYND NVY NTIAYN NIDNA TITN MNIAN YN 2.2.5
TYOIND NTIAYN NN NION 2DV PADN WHND IRYI DNIN,TITN MIANI DIVPIAN DNIPY 2
P90 YAPN TUN N NN TIWNN YT DY NIVIRY NTIAYN NN PN TN ,NIPN D32 . TIwnn
AN, TIVNN T DY NIVIN 12 DX NON NTIAYN NION NNY DI DY THNOND INWI PN

99N PNV 2.3
3595 2.3.1
YMPY PODY PADN ,)PYIIN PNNY Ta¥N QDN DYYN DD KOO PIMIAYNNNN POND 2.3.1.1
DYV DXNPYN MM NN T HY IPAD? NIMINN XMPY .1PNY 2.3.2 PYDI VNN NN
299 2.1.3 YD VNN IV IN PADN
N9 ,N2INN M1 MY HHI3Y YN INIPY MNID ININNK 7PN PAON 1 NNONA 2.3.1.2

MYITI NNV DINNN

PNY 2.8 YDA VNI MPYN NI NN IMIPY NN PAD> PION 2.3.1.3

D998 ONYT 1PV Y DY, DIRYI 1P TIWNI DONIXPNN 2IWNND 9N 2D 7Ny 2.3.1.4
JION) KD NYRY D35 ,9¥102 OMNPY INX DMNITY N3 9932 NN XMIPY YNID  OONNPNN
51025 IN 92N PADY NP INNN T NIWAY Y521, TIVND 1IAYINY 29D 1IN NMIXNN >7aY
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STIVWNYD PIDN NMAMNNN NN DY2ND IN DININY 1IN MPINX NN

NPINND NN MINN 2.3.2
IN P2 DIV O DN ,)PYIN NNPN TONNI NPRNNM ,NDMNINN ,NPINKD SMPY
:19NY DXVNNN DMIPNRN DY NN YN NOPN

;1IN MIXNND TN IR MIYON M3 INA TIVNHN DY PIAD NI VIDY e

TINA WYY TUN IDYON M0 INA TIVNRN DY STNN IR NWYNND IRIIND ININY P @
S DTN IR YA IR PADN MNNNY

s MPONYN MYION , D0 IN YN HWA P ,NINNRN D710 YAV OO IN,ININN

; PO0N YT HY IPAID KD TUN ) T MININD IND INA NOPN DY ININY OOP) @
290N YT DY YN NPONN NN NOMINN OMY NNN NN NPNX NOPNNY 955
o> Errort Reference source not found.9»y02a 19105 91mXY OXNN2 ,q0N DYWNA
(31912 2 PI9Y 2.4 PYD) DONNPN

099NN IMPY NN 2.3.3
1912 VNN NN VYD OMININID NINNN PMPY
INND NN, TIIND OXNNAY PPND 2.3.2.1 PYDI VNN NN NN NHN TP NHYON (1
PYDI VNI MADNN MM MTIAI MOPNI NPVY NINN WX TV I NP
onY2.3.2.1.2
MINNND ORNNOINNPN YN NDVY ,( proactive) NYPN DITPN MPY - NYNN IPNNN - (2

I8N

DN D237 NAYNM NN TP NPION Y910 ININa (bug fixes) NMOpn Mp n (3
.DNON 27591H TN AMIVN IX D221 335V VINN YHYA 1IN NININND DIPPN DX25I2

D>ININM IXYNA YPDI NIITN ,DOUWNNYN MORYD  MOPND My 1NN - NN 1NN (4
MPPN MITIN NYNLN DD, D3NN DY NI DIV NPYA PNINI \IWMI DIVANT 1IN
.UV 19N (Best practice configuration)

MOPNN MY2NN NPYIY NININD 1NN YOI MDIVNN DY 123 DWW NPYI PINANWY (5
95521 P90N 7Y BOVIN NIND JNNY TY,D29PIY MNINI IX JINON DY DMNPIN NPADN MY
NIMPN IN TNASV NN TIVNN NWIIT 5, TIVNN DY DIVIN NN NINHM NP MY
TY,DX9PY NIMNIND NPOON TIXY DRNNA 1Y WITH NN TIWNn YW DIW»IN NINa
.2.3.2.1.2 YD 1PNY VNI I IN PADN 7Y KINN NINAD

Major ) mWTN MINTNN 9910 DNITYI DMIPY ,DMNPIN qVIV PINT MPNMN NPION (6
TIVNN .2.3.3.2 PYD YN VNN (Minor release/Patch) DINOVY DINPIN 1) (release
PNMNNND OPPY ,NIPON IN NITY DTV WIN DY INND INYT NPOY 19 DY ORYI P
.(1oNY 2.3.3.3 PYDI 1UNY VNVNI) NN NN IN NIIYNN NI PO NN

product) >N9NO0 MM NINN IMPY TIVND PADY IONNN PION - YN NN (7
NN Y5 Tona ,NnxnNa Mandiant W FireEye — 1780 oyvn 0M8mnb (support
(Direct) Y89 79NN DY NPYWI M9 NITVON H91D ,NOINNN NMMPN MY, MIVPNNN
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.mxnN2 (help desk) NN T2 M9 NNYND 19

YPYD 1PND VNN TIVNN X DY NYD NYN IWITY 293 DO TNY DNV DMPY NN (8
2.4

DNRNN TN INND MYITI MNRND NIV DY 15TV PADN ,MIVPNNN NPN ToNna (9
TN DTN NNP IPYIN VITVPNOIMIY  DNITIT ,NYYIN NIV NINDND

PN 2.3.3.4 PYOI LNAND (APYNI MPT) MPYN NP APYN (10

4NN DOVO/PINN/ DINATV NN MY TP 2.3.3.1
"o5 2.3.3.1.1

VIR Y09 19) D7RIT NAIND NIV IP TIVNN MUY DRy’ PION ,MIYPNNN NpNa (X
¥ 9N21) MYPN DY NNTY »71O2 NNAY 1NN ONION (7MY 4P :1DNY) INDLNI WP
PYO2 NNRY 2N DT 19190 9 DY DIMPYD YT MDY TP NNPND NNON PR

VNI MM NTIAYN MYV PP TNV NINHNN MPYN TP DY MY MyY (2
PN Y (DVNRIT NAINDY T PASVL 190N) VP VI PIAY PADN .PoNY 2.8.1.5 PyDI
.MDNIN NTIAYN MYYY NINKD MNP PHIT P TUR NIYLN

2.8 PYDI DOVNNNIY NANNN NN TIIYD YITH PADN - NINM MPY MNP NN ()
3ono

TIVNN OWNNYN Y MNNTHN MIRYA NPYI MOPN N1 Hav> MY Tpm (T
PINI/INASV PNIND NN 1) OOWNINN

PIND TNXY PO0N DY DINNHD NINN YOIX YT DY NN PINI/NINADL NOMNIM MPMN - (D
XM SV Neya

TNXY AN YWIRD NOPNN MINN ,THINASV NPT MYXNNA NN XY MOPNNIY NN 0O
APNY 2.3.2.1.2 PYDA VNI INNA N NNN

P92ya MYN Paod Tpmn. (1

9IN T 99921 MOPNA DI19VN DM TIVNN YT PIAY |, TIVNN NYIITY ORNN ,PODN (N
STPINNN NOPNA 5I1IDVLN NN D) NIPNA 21DV NNXOPON NYITN NN 519O0VN
ANNMYITIY NN WNID TP DD

MPYUN TPIND NP HY DI NPT, WTIND NNR NN PADN (O

9)9N 118 NPODNY 9NN NV NN 2.3.3.1.2

JNNY NN 1PV PNN NN DD MNNIND NV N19MINA NYPN NNAY 1NN NoV DD (N
ND .)INN IR PADN DY DIRNND NNY YN MYNNIND |, TIVHN NPNIN NYOITY ONNNA
. PININ MIANNN IWANNN

DNNNA PN INDN TPX NPAONI MINN YWINR NYIND DIWITIN NANNN NN NMINN MY (2
VI MYV 4 Dy MDY KD TIWNN INRD NN Y93 NIPN D32 NOPNN DV NININD NNIY
YT HY NYPNA DIV, 18: 00 NYWN INKD MT DN N2 NDMNI NOPN DY NIPNA .NYITH
DN NIN IMNNN 935 99122 09: 00 NYWN Ty ,NIN NTIAYN D1 5N> JPNNI NN YN
DR PN TIWNN

NN DY NNY WIX NV M RTND PION DY, TIVNHN INNL MDA NINN NYNTNNOPN SIS ()
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LNND NNIRNNN MNND NN NYITIN TONXPNN 1NN

/3% 99N NIND IN PIND NNONND TY INND IR NNNN YWIN PN PN DW Npna (1
.OPND 9PN

PO0N 2ONNN , PPNY 2.8 PYDI FTNNY TN D1NON XY INPINY 19PN DY MIpna (D
99 NINONDNN TPNN DY PP POON . TIVNN NYOITO ONNNA 2IDN TP IN PINS POavd
PON YXNYNN TN DY YA IMIANNN NN .GIMNY TPSN HY NNPNIN PHIY MIDIND
,©X020 NMNOIN DD NN, TIVNN NYOIIT Y DY AW PADN .9oMNN TPXN DY N NHNIN
2y MYYONY NI 1T NIAYN ININN TPNN DN GONINN TPINL DNNND OINMM MITINN
,LPONNN TPNY GONINN TPNN P2 DTHN NN T DY IN T292 OINMN NN P
STIVNN NYATY ORNN2

mPYN Moy 2.3.4

95 2.3.4.1

SINRNDN ,DINNN MM N 55521 YN NV MANID ONNNY PN DY (N
.3 $99H2 VNVND MYITI NPV NNVPVLIIIN

POYN MDY TUNNY WP NOYD DMNINID NOMNNN XMPY NN PIDY 2»NNN POoN (2
YT DY VINY 12 NIPN .)IN2 NMDYAN NIINYN DN X ,ININN 1IN DY NPPNN NOVIVD
P90N NN MVAY T 7272 P KD ,ININN 122591 22592 NINNN NN PIOANY 1IN
IUN IXINN 23570 ONMDINIY DDV XN NN IN/ I MIAVN DY PIDY NPINNKND
AoND 2.3.3.3 PPYDA NININD DNNNA INIIN 1IN Y HY NPONN 12 NDNNN IR YNN

INNDNY I9INT ONN PYN DI IN NMIND NPV NN YNID MOTN DX INNYD MW TIwnn - ()
D)2 DYV DIV IXIT P RY PAON ,JD DYV PN

NPV 119TY 2.3.4.2
Major/) 9112 NISTIVNRN NONY ,0INY DIMNITY DINITY LIV 19INL PADY PADN DY (N

90N DIYVYN KOY NIRT DMPNNT XN TN 1) (3997 :191) (Minor Release/Patch

OV NTY NMIPNN WITVTY OXWI 7P TIWND .TIVNN DY DINONA NYYN ONITYN MPpNn (2
ONNNA, TIVNN NYOITI ORNNANITYN DX PPNND PADN DY ,MNIND NIPNL .Pavn >
INDNRN DNOYIND 1Y, 2.4 9YDA VNN HMID

YNYI TP TIVHM NITYN NDIODN DX VI TV DO MTIN TIVND WHNY poon by ()
7 TIVNN .NPYTAD DNNN2 MNKND YNID PADY MNND IN IWRY NI TYN DN PYITaD
DIPONOIR NITY TV NN DY INND INYT NPV 29 DY PRI

TNXD DMININT MYITI MNRND MIAYN DY PAD> PION ,MIVPNNN NNPN ToNna (T
TN DTN NP IPYIM VITVIN MDY DNITYT ,NYYON NIV NINDID NHNRNN

YPYD2 VNN DNNY DRNNA IR MNRND PPNND PION DY ,TIVNN NYITY OXNNA (D
INDNN ONOYINY 1Y ,2.4

DPINDT DOINTN TIVHD MDD 0D XTNYY PADN DY ,TIVNN NYOT Y DY Py 19xa ()

Best) nymn -5y 0XINa DINONOL OMPYY DNDTY P2 NNOTWN ,NNNRNNA
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80 ( Practice
IWPNNN TONNA YINOT TN DMOYO OXNNA DINNN TN DTV paon Yy (3

4998 7 2999 /7 98 YV MY NPoan 2.3.4.3
19902Y DN DINTON TPNN 0I9N IN/ 2397 NN IR/ IS XM NPON DY NIpPNa
DY TN TIVND PIDN I ,NIND NI APDIND PNION DY N1IPNI N )IN I DY M
MAVAND TIVND MM ,ININD NIPN .01 TYD) DIVITNL TIVNN NN DTV T2 DY 1D ¥ 1IN

: NINAN NDIYON YITTH NNX NN

INNOY IXINN DIPNI,PADN PADY ,AND) WRIND ,TIVNN DY ¥MYON NYIPY Mada (1
NPXTA 9 HY - MY IN MNT PIMONY (NTD NYOW HII) 1INN DY I3 ,poan
980N .NADN NNNN DI XOY NN, PODN NYNNIY IXININ MNON DY - TIvNn Ny a2
JVARD TOND DMIRMNMY NNYLM IPNN ,MPXTA PN POIN NIV PONNN
Dy QO DYVYN OOY TIVNN ONPNRN INININ YV DYNLNM NPNNN ,MP>1a
qoN DHYWNIA SNPNRN AN NIY PNV DMPY DMINY NN PN MDY
IN ;oD DRNND

MYNNNI IT 0N DN VIO NPDNA IN NI PION DI MIVPNNN P00 (2
00D TAWNN NYDOYW NINKN TIT D02 N ,WTN 1901

MPYN NIPA APYN 2.3.4.4
NYTY DY PADN .NNNX AT PODN T DY TINN ,NYPNA 51901 MY NNMP DD
NN NMNON,NYPNN NNON,NINIPN NINON NN DIV QYN 1IN INNY 1PN
- 12) PNIAYN) PT PO0N NN, TIVNIN NYOIT 99 INA YT YT

D0V VNHOY MPYN MNP VIV e

A NPOVM INRIP I NN e

DTA0Y YIAPOYW MAN IWIMY TIVNN T DY NTHIVY DMNMN NN I NNNRI MNMT
P9DN DYV NPINNN PYIN YT DY DIPINN ,TIVNN DYV PN YN W MNTN
.Word YN PDF 017192 MYI0PONR INITA IX /) D00 T OYNNIN 22) DY D) G0N

D2WINDN OOMIY 2.4
Y 2.4.1

,IVATY NPMIXPN NIDOWN 1) (7DOWNIY) DN OMNMPY  ,MADIN NN TNND 2.4.1.1
PO0N DY) DONNPN DIMPY NN NYD NN ,PIDNN PRI IRYI TIVHN
(IMSPN DIMIYY 1OND) TIVNN NPNIND DXNNL DYNID

NWM A8INI DOV DM MNNNND NPNY O NONR DONSPN DMPY 2.4.1.2
DINPVY IR ,ININN OV PPN KXIND DIWANT MIYITI NIV 1IN R¥PI) MDNNOIN
DPRNND X DNDNN SMPYN PON PR NOR MOWIY 71521 I8N DN
.PavN NPINNIY

ONNN NIM ,IXIN OOINPNRT DMPYN MINAT WITTD YT D WY PINND Poon 2.4.1.3
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MINDD HVITN TN NaY OINNPN DIMIY)

9 DY WD, DOUPIANND DIMPYM DININ NITYI YW DONSPN DIMPYY
,DMNINMD NPINK NNY JIN PODN MANNNA WX XY )IANON NN MINMIN
NOY T2 DXMPYI) 1NN IADNY NON DMNNPN DIMIPY 1) ,00U121070 DIMIPYN
Y N0N NITY INKD DT 12PWDdY |, DIMPYNI AN NN WHD

DONNPN DMPY NI DN OONSPHN DXMPY PNINY ORWY 7P TIvnn 2.4.1.4
3PN VNOND

2.1.3 9yD1a VNN DIMPYN MM NNX MYKNNI OOWNNPN DMPY PID> PION 2.4.1.5
DINNX IN DD DXNPY NIM) TRY PODN ¥ WPAY IRV M TIWNN DIIN D00
.DNN PON DI IN DONISPHRN DMV VN DYUD

09PN BIMIPY NIND YN 2.4.2
: NI DNND ORNNA NN OONINPHRN DXMPYN

VN NYNN WOND PADNN WP ,NTINA INITIND ,TIVNN DYVN MIVPNNN DN 2.4.2.1
TOY WP YIOIN MINAD WATIN IPIRND NN DIDIM NOUNAN MIN NYNIN .PYN
GPIYNN N2ANA,MIIWINT MYYN 1901 DY DODIANM 29D YTDIN ,MIIWINN MYWN
MYavn ,MPYN NS PIDN 19902 MADIN INYSNA PADN APIY 1Y Nywd
99,7901 NAYNNN AN MIXD HYY 1NN DY MPYN DY NPIVIN NIYAVN MNN
YT DY ITIVY YA P TIN WD NYNNN .MIYPNNN DN MY WPaANd TUN INK 12T
STWNn

D277NN NNXA PTYOAN INYT JIPOYW 19 5 TIVNN NVONND DRNNA YNNI MPYN 2.4.2.2
,PNNN NYSNA YN DNINN DHNNR /7PNND DORNNA ,NYY 290 NN IN : NININ
IR PADN NYSND ONNNA D9I1D PNNI - PADNY IN ,OVIHT MYYN VXY ORNNA
.DWYYNY TITN MR NNDY 91D PNN DY NIPN DY 2.4.2.1 Pyva

STIVNN DYV NMIVPNNN DNINY YNIN PADN DY INYNN 2.4.2.3

/MINAN P20 WP INYNNA DO 2357 DIY WP PIDD MNAY IRYI M TIWNN 2.4.2.4
DY /DMNDTY /MNOVN

INAY TPNPNRN) PADN DY INYNN DX MIVPNNN DN DY AN NN INND DI 2.4.2.5
NNN YYIN YT DY PTI NMINNN NDIRNND NN PADY TIWNN NNV (NIDTIVNHN
STIVNN NN 2NY DN0NN

TN NI NRXINA NN IT-DY MPYN NN NDINN 21D WIT 2D TWNRND PIDN 2.4.2.6
TIWND NN R 1) NY PYD DY MXNNN IRY MDD MWD MINID PTI DINM
.PADN NYNN NN HAPD NN D

NN NNON YT DY WYY MY DD NN TYN> 12 VN NTIAY I DN PPN 2.4.2.7
STIVNY DONNPHRN DMPYN

DN PODN DY OWTIND N TN POND ,NYY 290 9NN DMONNPN DNYVPW IV 7N 2.4.2.8
TIVNN DYLN MIAYPNNN DN PION W N DY IPNDY NHIND NI DOXMPYD
DYWISPNRN DXNMPYN NN DY OUTIN 11577 D) D910 VN NPT NYIRD NP>TaD
S1N2 D) WOV NYTN 1P DTN NTIAYN MYV 190D TPINN VIS M DN
PODN YW NAVIVN MOMINNNN POND ,NYINRDY NPYTAD |, TIWNN DYLNY MIVPNNIN
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.NIN2 VNN HOM ,NTIND NIYI DIMNPYN X2 TNNNN DIDYN NINT PIYD
.NINODINN TITN MAND ORNNA YNIN? 59910 9NN, D1MNNPN DINYPY NIAY DOVNN 2.4.2.9
.DYNNNN DM ORNNA TIVNN MPI1TAY 10N NPPWN YD 2.4.2.10
MY NX WIANN MIVPNNN DN HY 2N MUYOIN INKRD Y8 PODY Owwnn 2.4.2.11
STV NN DVYNN HMID DRNNY NYTN NYIRI GONN MPYN MININ MINT

MINN 2.4.3

2.4 PYD NN DONINPH DINIPY NNDN TIVNY PID TUN G0N VI I MY HI DY
2.3.2 9PYyDa DXOVNHIN NN OMPY NN PADY PADN YY N2 ,NPINK NAPN DINN |20
DNNNA TIWNRN YT-DY VN PIY D) MIVN NDap Ny DY NPINK 0YDH2Y 200
12 qund ,019WN Y5 NYD V97 N MPYN DY NTHND INDND MPPND ,(NHIND MXRNND
DINYY (12397 295,900 VAN IN MPYN IN) ININN NYAP NYIR DPN DNIPNNY DOWTIN
TUN2 PAON DY NYLIVT NINK NN DN YD 11D NNINL PN .JIY NPINK DY QDN

PINRD NPN

02991 D98N NINH 2.5

PYTINY SMPY MIXIN 19T, 1IN PNPNNL 091951 09900 FIREEYE »¥0 pnind sxw 19wnn
PODM (79999 O8I :PND) NT 110N YNNI DIIYO DYNXYY ,Mandiant n1an bv 7oYown
TAIVNY YOMDIN NPNNN NN DY N ROV NN NN DD OIS TIVNY DY INNN
STIVNN MYINY PODN NN NYSND DORNNA,NNINN INKD ,PADY NININN NP TN

TN MDY 1PN N NIDT DY ,D29DN DN WIDTID VIMNM YTYOIN NYTN DIV TIWND D Nay
955 INNY T 19910 DDIAY INYI TIWNT 19N NN DIV TIVNN NX NDONND MIPNY TS
SNND NI IN VM9

NN 2.6
DYNDYY DMPY DY 91 DININD DY NN TN VI DI NN TIVND MO PIDN 2.6.1
299 2 P95 2.4.1.1 YD NN WD DTN DININI
L7252 1YY IN YN 0N TIWINN 2.6.2
: 2192 TWONN 2.6.3
NIV OXXIAPN NI DXNIY NPXNMINP ,NNVPVIIIN DD ,ININN DY MO0 Twwn (1
UITIN 0N TN DN
2WAN 1IN DM : DITPIND OXNNA - DIIDN NN D91, 0NN YNPNWNY TITH (2
AXINN NPNYN DIVOND DPRINNKD DY) NWNN MWD DOYNINN OXNNNID ,INININ
YPON MIAID ,TIVNN NYIITY DRNN,ININD DY WY MNNNM DXMND D TN (3
SNPNRD TP NNON
NN NPNVN ,GOIY DWAN TNND PNYI WITIY TWN YD (4
255 DRNNA NNINN PN DXIXINN I>TTNY TN ,2ID0N TIVINN NN ITYY 2»NNN PION 2.6.4
NN 235902 PV
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21 NPIDN N DIWATI DD VPN INDN NN PIDN ,TIVNN NYITY DNNNA 2.6.5
2917 DM ,0PNMM9N DN DM ,MDNN NNVIAN YN MY ,NTAYN DM MNDN D010
D001 DI HMN DMWY DN ,NNNN

N9 2.7

PYNN Sy 595915 ,ONNNA PIWIIN WIN 1D AN NN DIWAND NITN PADY 2»NNN PIoN 2.7.1
YNAY YO TIWNNY TO TIWNN DY DXTIPON YDYIAD S TIVNN DYV NN NIY ,I¥N2 DI
VYN MDYN POND PADN NOITNN .ININ DIVON NN INNDNY 1IN

STIVNRN NYMIND DRNNA D91 PPN 19IND D) YSINNY 12DV MNNINN MOVTIN 2.7.2

MOTN XNWN NN XY IXINN NAY 1IN MDVTNN PONI WNINN 913 MMNINN MIIVTIN 2.7.3
.Mva

NINY DNNNA DNPYIXPN DXNPYI ,MADN MITTN PRIND SN MDY TIVNN , TNSN NN 2.7.4
DY 2.4 Pyoa

MY N9 2.8
0OV97) DaNN 2t - (SLA) MY NN 2.8.1
NOVIV NPNNND ,NPODND NTY 1TO) NPT NIYTIND TIVNIN ¥ OHD NN NPV MNN 2.8.1.1
IND Y9-5Y PADN NMAYNNN DPPY PADN DY MPIS NI
21991 IN/Y NPY MNP MWD NN PPNY DO0NNNIY N2NNN 2N TINYD 2PNNN PO 2.8.1.2
9 Dy YWY 81N DINVN IDIN ,MPPNA INVY NANNN AT ,MPY NYAPY INIPH Pon 2.8.1.3
IYPNNN 1IN DXMPYN NDIDN VIV DXVNANN DININN DI ’9-DY 197 PPN VNN
S TPY MNP DININ NANNN NN TINYD PION DY 2.8.1.4

21950 NN 1T/ NANH DT MY PoN | o NNON AYPNN MO
nopOn
955 NYY 1 TINa NYPN1A 190N NONN 364/ 7 /724 | XM NMAVN mYIP
TP NP NN VI ,INPD | O LYN?)
(M5
MYV 4 TIN 7PNN NYPNA N9V NNN 364/ 7 /724 | MY NNXAVN RNAN
TP NRIPN NN WIIN | O LYNY) | NN DTN
(M5 1NN PONIN
NYYN TV DANTY NOPN2 N9VN NOONN | NTIAY  NWY | VP NIPN N2
.18:00 Nywn Ty DY IMNA MIN L,12:00 mo»» aRNAIART
,18:00 Nywn NN MNT DY NIpnma
Ty ,N2N DAY DY DN NYPNA NPVN
MINDN D95 9122 09: 00 NYwn
TIINN NTIAY O TIN TIVNHN 1A MYN | 1Ty NyY | Hv R NP
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STIVUNN MY m> | Pavd TIwnn YR/MMPY

DN VYD N — N DM 18:00 — 08: 00 N NT PYDA NHND TNXD "MD)IN NNHaYN Myw” 2.8.1.5
DRI YTV

NAYLA NYTIN MYNNNI PADN NID NNAY XY T TIVNIN MDY NRIP IN NOPN D120 2.8.1.6
.DODINY NINK TIT 992 IN D/NYTA /7 19N

,PO0N NID NNAY ORWY MM TIVNN ,NTIAYN MYYD 712y0 ,NNNN IX TPVMIP NOPN D315 2.8.1.7
.DODINY NINNX TIT D2 IN HNYTA /7 13D PNAOVA NYTIN MYNHNI

AN VI MPT 15 TIN OYNN MYNA MYN INMIPN ,MOPNN OND D3 >2)0 2.8.1.8

STIVNN NN MYV NOPNN PIND TY MO8 DY PION , VP NYPN Y 2.8.1.9

MYAVD NOPNN PINSD Ty, MMM NTIAYN MYV MONIA DY PO MOPNN AN 2D 2.8.1.10
RV RN

,PODY TIVNN NYOITY DNNNAY,DIDVN HNN 1AW D12 DONDY XY INPINY NOPN YW NIpna 2.8.1.11
A0 MDY XOY PAON MNNT PNIND I MDY

MIPYN NN HIDN 12)2 NS 2.8.2
V9N DNIDI DMINIAL PADN KW DOY5 MITNNN MY MNI2 TNY> XY PAOM NN 2.8.2.1
AoNow nYava
S YN NDINNT TNIVN DIVP DY TITA WYY 91D, TIWNN YT DY DINIDIN DN WD 2.8.2.2
DINN TIT D92 INA TIWNN DYLN NINN YN
;7901 T NINK MDT DO wNnh TIvnnm ynnd 1o NYava oOVMoNN OMN9L PN 9N 2.8.2.3
XN MAY VN MO

9N 1932 N )
9917 MY
MNMXR DYV 9D P2 @ 500 YW NN MPY NNIPY /N9PN NNYNAY SWNN NIYNRD NINNN

N’NNI NN NYY 95 PH2 @ 1,000 S N9
DNIPN NNPND YD HPOVIP NYPNA NV NONN

.OPN2 519°0N

NY’NN2 NN NYY 5D "2 1 500 DY No
NNIPN NNYNA VI MOPNN N2 D190 NONN

.NoPN2 990N
NN O DI P2 @ 5,000 DY NN NN MNPV NPADNL NN

DONNPN DMPY MIAID) MY NPIONI NN
MY NN /7 (9P¥9 IR MOPN D19V VYN ,NDITM
YTY DY NPV 1NN / NONDN RYY ©OMPY 1NN T DY
NYOIT Y90 WITIN TYINT IN 9PN INPRY DIMIPY NIN)

TIVNN

nNNN NN9N DY D P2 @ 1,000 S NI
TN MY NPOON

Y11 HNVIN .3
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MINDD HVITN TN NaY OINNPN DIMIY)

:MINAN YN NNVIN MYIITI TINYD DINININ DY) PADN DY
Y5 3.1.1

MYOIT 952 TN - DOWNNPN YNMPYIA DX27VNN D) MYN YPA0 Nt HH51) — poon 3.1.1.1
OO NPMINN OX P2 PMINDN DOTN TN DY 12»DN NNM YDHN NNVINX
.91 PADN NN INKD NYD NYN TIVNN YT DY 112¥Y DN P 191901 Y0N0N2

INM A DY PNMANNND YIXID NNDN PIR YN TWR YTNN DI NNVIND INT P 3.1.1.2

D) DX P2 YUNIN INKA DX P2 — (ON-premise) pninn I8N Npny» 0I8mn 3.1.1.3
ANx N2 21 DR (Disaster Recovery)-n anx - NORD MYYINNNN N2

TIVND MK NN )2 OX NXIN )Y NN DY 0D M KD 1T DI DY I8N 3.1.1.4
.AN52) YR ,NINN

TV MIPNNN YSIANN MNININ DVINTN TIVNL DXNINNNN DININM 2257 K930 Nwd) 3.1.1.5
1292 TIVNN NYINDY NMNINA YNINT PININ DY) . T2D2 MMINDN YOI TN

DOYINN DXVNRNYN DNIND P TN XN MNIMY DY MDIV INT 1IWANS DI8INN 3.1.1.6
STIVNRN T DY ITHIVPY 295 MINTINN NN

MYATN IR PN PADN DY ,NTINID ,MIMD YN NNLIAR MYT DY NIPNa 3.1.1.7
MYATA PN AN APRNND DTN DY INYI |, TIVIEN DN ) MIMON
.AN52) YNRIND ,NINK D NN TIVNN NI 1D DX ROX ,MIMON

ANVANN NYran 3.1.2
MOONIN NX NPVIND NIVN YTNIN NNVINI T2PON NN MNIPYA ITHY OININN 3.1.2.1
: DYNIN O>02>N1 ,OTPONN
YTROM AN MPNIN N
YTOM AN M»Nty .2
NN NN MY YR NPTID )

PYNN IRYY NN OPYNN 91N DIXRIN MNIPYN IR DY Pavn ,0oM1PYN NN 3.1.2.2
R NAVary

;N dysnr — Identification X

;"0 mn— Verification .2

mMPYH NOMION PYINI MNTINNM MM 57 nsn — Authentication .
; TPDVLINNN MDPYIN TONND

NOION ;YN MNTINM MMN VIVOX MWK PYIN — Authorization .7
; TPVINNN MYIN ToNNI MPYD

;302 2057 Y95 DXNNA N NIPa — Access control  .n

sy 1N nundnn — Reliability

5 (MAXM) v YN Yy NN YN NPT — Confidentiality .1

;v PN nndw — Data integrity  .n
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; mwnonn ny»an — Non-repudiation .o
0% 0w, Twn — Log, Audit, Monitor >
1Y MPYNI L, plug-in 15 73 T8 5Y A%IN2 YW D MYYY PR HOWIOW TS 1NN 3.1.2.3
STIWNT 1Y) DY ANI2) NI NYWIRD KON D) DIDYYND DMININI

DNVIAND ROV MIOTIWVNN ,NPIDTY NOYIN MOIWNI YPNYND IPNNN Pavn 3.1.2.4
JPIPY DIROVL MPNN NPITN DY PIDN .INNI DMITYN

Y190 NNVIAN NP INPH PN MYI9Ta N9y 3.1.3

DNITINY ONONI MOLMANT MINKY YN NNVIN MYAIT DY NY DINNN 3.1.3.1
DYIXINN DY )1 D N N2 TIINN ,DNPNM NIPNN ,DXPINN DY 1NN NIDTYN
210 MYIITL TNYD 1MYVN SNV M 5 PIDN DY 1M DNNY

2995 DOVNNWYN MNIMO MW PN KD PADY 3.1.3.2
: MININ NPNINN 29 DY DY PADN D090 NN NPODIN MY "Dan 3.1.3.3

;IINDN VTN TN DY YDPHRN NNVIAN NPMN N

; T19YN0Y 2.0 277N —ONINDN 120N TN DY YNNI NNVIAX NPNN .2

;12102 NNNY NPNON — 277 NPMNA NDRY )

07199 - NDNIVY LIVN MYI 1YYD) NPV NNNY MVIN MYOITITPRY T
:NININ MYOIITI TNYD PADN DY ,2OV0 MNNN NPHDIN WD Yoan 3.1.3.4

59515 — DYNVIAIND DMNIDTY MY .NVIINKD NIND MVOITA NTIHIY 3.1.34.1
NN NHTING DD, 0NN J9IND NN

WASP 5v nipinny mnda nynin 9o nmay 3.1.3.4.2
WEB m>ynb, (ATP) OWASP Testing Guide 4.2 2 nny 3.1.34.3
955 NPAURN NIVIVY Y2 B WX A nnI2  minmn pavn meaT 3.1.3.4.4

TIVNRN Y YAV

SN YW (NINSM PORY N ) B nna mwa1a minyd pavn by 3.1.3.4.4.1
.PION MIVIY

VIN) A NPT MIYMITA TINYD PADN DY |, TIVNN T DY WATHY 5353.1.3.4.4.2
PAON MIVIV 5NN (NTYNN 9N 7Y NINON

(Third Party Components) 91y nimin nniwa Tawnn 1Y ayno 3.1.3.4.5
APMIND MY ,NOIYN MIANWNN

-Penetration Test 115 ,nNVAN MPYTI MIXRIIN TIWVNON STY Paynd 3.1.3.4.6
Ay NTNI

SO 27001 a nny 3.1.34.7
nV9 NN HNVAN 3.1.4

STIVNRN 1N NPNIN DD DY 1THY MHAN NNVIAND YVDN 3.1.4.1
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NPNWYN DY DNPMNI IS 2D NPDIDA NTIAY NNIND WITI : IXI 2597 NN VDN 3.1.4.2
SV TN TIWNA 92»D NNNN TIWN NPNINT DTV NPHNILIN IR/ NP
JNINDT 92001 TIWN PINDD

7MY NN 3.1.5

P2 ANDN NTION D ,DOPYNN NTIAN IVARND .DMIDTIN DPN DN dPwnn 3.1.5.1
NTIN YXINN DN DNXY DININ SPWNN Y ,2I10IN PYNN 11D DOUNRNYNIN PYNND
DPNVINID-MIPM DD, INDN MNYI

Anti Tamper 2 00931 11> 9300 %157 95 3.1.5.2
WNIAN YN NNVIN MNITYY NOYIN NN MNITY : DMVMIP NN MNITY WX 3.1.5.3

D891 NAY NNVIAND INITY NI PIDN . TIWNT NI NN GOIV) PTO 1IN
NTNN WX 1DNM DXINNN .DMPN ANNY NIV YNIATOYW IN,AYDIN NOINNY D05

(Offline) vVIIVINS PV NN NOV DNOTY
NN WHRNWN PPN 901N DMININA 1IN YDVPIYIN NV WHNY TIVNN 3.1.5.4

TV TN PNINDN DOVMTN TIVA NIV IRY DY JPIIND ,AXNN NIV DY NV
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